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||i=!“ ,D,BM)KOK UserGate

3 Bepcus ABuxka
nogaepkka obpaboTku pacumdpoBaHHOro SSL
BO3MOXHOCTb onucbiBaTb cBou curHatypbl COB u L7-npunoxeHnn (UASL)
Bepudukayms
NHTerpaumsa B nonmtukn M3
pacLuMpeHne cnnucka aencrTemn (action) npu cpadbatbiBaHUM
NpUMeHeHne JencTBumsa (action) No Kaxxgown curHaTtype
BO3MOXXHOCTb 3axBaTta naketoB rnpu cpabotke COB n L7-npunoxeHnn

nonHoueHHoe ynpasneHue B CLI
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SSL
Inspection Rules

=

SSL
Inspection Rules

=
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UserGate

4"  HoBble KeHChbl

.p,eTeKTmpOBaHme n bnoknpoBka BruteForce
CEepBMCOB

@
onpegerneHne atak B 3aumdpoBaHHOM Tpaduke

)
CKaHUPOBaHUE MNMNaKeTOB Ha YPOBHE MPOTOKOJIbHbIX ONCCEKTOPOB

B
Benble CNMCKU NPUMNOXKEeHUN

O
- obHapyXeHue 1 6r1IoKMpoBKa TYHHENEN

paboTta ¢ METKaAMn B CTpUME
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o GUI. IPS-npo¢unb UserGate

Enabled: Enable
Action: ) Block IP
Enable logging: Enable
PCAP file: Enable

Apply to: Both

Duration: 0

HencTteus: None, Pass, Drop, Reset, Block IP

JlornposaHue: Enable, Disable

3anucb PCAP: Enable, Disable

MpuMeHnTb K: Src, Dst, Both (akTnBHO npu Reset n Block IP)
MpopomkuTenbHocTb: days, hours, minutes

www.usergate.ru | sales@usergate.ru 6



GUI. IPS-curHaTtypa

Lar 1

UserGate

Co3paHue
Llar 2

Custom signatures properties

LNTTE | UASL and settings

Enabled:
Id:
Mame:

Description:

Signature threat: [ very low
Class type:
Category:

Signature Windows
operating system: BSD

Android

Linux
Solaris

i0s

Mac 08

Cisco
Other

(X Custom signatures properties )

@ UASL and settings

UASL

UASL(,name="brute force”; protocol=tgp; .pattern="USER"; .flow=from_server; .rate=360;
track=sre i)

Settings

Action: ) Block IP
Enable logging: Enable
PCAP file: Disable
Apply to: Both

Duration: 5 < minutes

www.usergate.ru | sales(@uSErgatens




i GUI. UASL UserGate

®duneTp No IP-agpecawm: HanpasneHune aHanusa:
src/dst (IPaddr/IPsubnet) - from_client, from_server, bi_directional
®dunetp no TCP/UDP-nopTam: [1POTOKOJIbHbIE OAUCCEKTOPDI:
src/dst (equal, less than, greater than, - tcp dissector, udp dissector,
In range) icmp dissector etc
[Tonck nattepHoB (packet payload): MaTYMHI BUHAPHbBIX JaHHbIX
pattern (string) — pyte_test, byte_jump
Moaudumkatopbl 0b6nact nomcka: A

icmp, tep, udp etc UASL(.name="Scan’;

flow=from_client;
YacTtoTa cpabaTbiBaHUS: tcp.flags = S;

rate (count, period); track (src/dst IP) .dst_port=1:1024;
rate=100,10; .track=src_Ip;)

www.usergate.ru | sales@usergate.ru



"il!" SCADA UserGate

IPS signatures

© Add
Enable: Al ¥ Al ¥  Action:All ¥  Owne:All ¥ More v Reset Q  Advanced
Category: scada ¥
id Status Signature name Action Signature operating Protocol Class type References Category Enable PCAP

efau are 2 ¥ e CVE: 2012-4704

efault settin,

/ Enabled

Signatures matched

© category = scada and classtype = protocok-command 7 ® Q Busic ‘

162
163
1371

80000325 DNP3 OpenFile O Pass Other tep protocokcommand scada Disabled © UserGate
80000304 DNP3 Operate © Pass Other top protocolcommand scada Disabled © UserGate
24060948

DEoEDpEoD@DE@O®@

80000301 ONP3 Read ©Pass Other tep protocol-command scada Disabled © UserGate
80000324 NP2 Record Current Time ©Pass Other tcp protocol-command scada Disabled © UserGate
80000334 NP3 Response O Pass Other tcp protocokcommand scada Disabled © UserGate
80000319 5 DNP3 Save Configuration ©Pass Other tp protocolcommand scada Disabled jserGate
80000303 NP2 Select ©Pass Other tep protocokcommand scada Disabled © UserGate
80000317 NP3 Start Application O Pass Other tcp protocolcommand scada Disabled © UserGate
80000318 ONP3 Stop Application © Pass Other tep protocokcommand scada Disabled jserGate

ettin

" 80000335 DNP3 Unsolicited Response © Pass Other tp protocolcommand scada Disabled © UserGate
80000314 DNP3 Warm Restart ©Pass Other tep protocolcommand scada Disabled © UserGate
80000302 DNP3 Write © Pass Other tep protocolcommand Disabled © UserGate
80000144 IEC 60870-5-104 C_BO_NA(51) © Pass Other tcp protocolcommand Disabled © UserGate
80000151 IEC 60870-5-104 C_BO_TA(64) ©Pass Other p protocolcommand Disabled © UserGate
80000159 3 IEC 608705104 C_CD_NA(106) ©Pass Other tep protocokcommand Disabled © UserGate
80000154 5 IEC 60870-5-104 C_CLNA(101) O Pass Other top protocolcommand Disabled © UserGate
80000156 IEC 60870-5-104 C_CS_NA(103) ©Pass Other top protocolcommand Disabled © UserGate
80000139 IEC 60870-5-104 C_DC_NA(46) O Pass Other tep protocokcommand Disabled © UserGate
80000146 IEC 60870-5-104 C_DC_TA(S9) ©Pass Other tep protocolcommand Disabled © UserGate
80000153 IEC 60870-5-104 C_IC_NA(100) © Pass Other tep protocolcommand Disabled © UserGate

80000140 IEC 60870-5-104 C_RC_NA(47) © Pass Other top protocol-command Disabled © UserGate

@ ¢

80000147 1EC 60870-5-104 C_RC_TA(60) Orass Other tep protocol-command Disabled © UserGate

80000155 IEC 60870-5-104 C_RD_NA(102) ©Pass Other tep protocol-command Disabled © UserGate

I DN EEO OO NNOOEREODEOEEOE@

80000158 IEC 60870-5-104 C_RP_NA(105) O Pass Other tep protocol-command Disabled © UserGate

| @ @

)  C Totak 13480 (fiered: 365)
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||i=!" GUI. CurHaTypbl L7 e

Custom application properties [X]

General

© Add Type: Application

Id:

Al v Owner: All ~ More Reset Q  Advanced

] Type Name Application categories Application technology

Name:

Description:

Signature threat: very low
Technelogy:

Categories: Media streaming Email Coin Miners
Tunneling Games Remote access
Conferencing Trojan Horses Business
Mabile Proxies and Standard networks
VOIP anonymizers
Web posting

File storage and File sharing P2P
backup Web browsing

Software update

Instant messaging Social networking

Jjo000000000O00O0O0OoDO0o0OoDooOoDooOOoOOooOo0a0

Total: 1781
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UserGate

||i=!" GUI. Mpasuna M3

Rule properties [X]

22 soue | users | Destnatn| senice Time | i pofies
Enable v ] source | users | Destnatin | enice Time| i pofies

Name:

Enabled: v
Description:

Name:

Description:
Action:

Application profile: [ Test app profile

Reject with: Not selected
IPS profile: » Test IPS profile
Scenario Do not use scenario

Logging: None
Scenario Do not use scenario

Logging: None

Apply rule to: Any packets

Place to: End of the list
Apply rule to: Any packets

Place to: End of the list

www.usergate.ru | saleS@usergatens 11
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UserlD.3agauyu

[1po3payvHas ngeHTupukauus
nonb3oBarenen B

CUHXPOHM3aumMa rpynn rnosio3oBartesieu

CermeHTaumsa Ha 6ase npuHaanexxHocTtu K rpynne LDAP nnu nmeHn
nonb3oBaTtens (ldentity Based Network Firewall)

www.usergate.ru | sales@usergate.ru 13
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UserlD.BO3MOXXHOCTU

aeHTudmKaumsa nocpeacTBOM @ Pexumbl paboTbl:
Ncrnonb3oBaHus xypHanos DC

no WMI (koabl cobbiTun 4624,
4634, 4768, 4769, 4770) n/nnu
no Syslog (RFC 3164, RFC c. AreHTbl Ha NGFW n LogAn.

PrefonRidadng )Zbl/l]‘l bTPOB

) VY TaMepoB B HaACTPOUKax
areHra.

a. AreHT Ha 6opTty NGFW;
b. AreHT Ha 6opTy LogAn;

Ounctpndyumsa gaHHbIX
nonb3oBaTtenen Ha NGFW.

www.usergate.ru | sales@usergate.ru 14



UserGate

BapuaHT ncnosnHeHus: Cluster NGFW
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BapuaHT UCNONMHEHUS:
NGFW + LogAn/ SIEM
Ouctpmubyums
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of|n UserGate

Bapu1aHT MCnosiHEHUS:
NGFW + LogAn/SIEM
C aKTUBHbIMU areHTaMu

www.usergate.ru | sales@usergate.ru 17



UserGate

UserGate NGFW

#2 UserGate

GUI. [lobaBneHue areHTa

2 Groups
L Users
& Auth servers
2 Auth profiles
3 captive portal
i Captive profiles
&R Terminal servers
il MFA profiles
2 UserlD agent
«* Network policies
¥ Security policies
Global portal
Cgp VPN
I} Libraries

Enabled: General

Name: Enabled:

Description: Name:

Description:

Address: 192.168.0.100
Protocol: WMI Address: 192.168.0.200

Name: user Default domain: domain.local

Auth profile: Example user auth profile Auth profile: Example user auth profile

www.usergate.ru | sales@usergate.ru 18



Name

UserlD agent properties

General

Microsoft Active Directory monitoring

Polling interval (sec.):

User on

Expiration time (sec.):

Advanced sett

Syslog monitoring interval (sec.):

Configure agent Show All

10 seconds

www.usergate.ru | sales(@uSergatexu

D i
Syslog server settings
TCP
Enabled:
Port:
Max session number:
Secure connection:
CA certificate file:
Certificate file:

upP
Enabled:

Port:

UserGate

GUI. KoHpurypmuposaHue areHTta

19
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Upstream Proxy



illll UserGate
1L
Upstream Proxy flow

UserGate NGFW

Content Filtering

SSL Inspection Rules Rules

Upstream proxy

HTTP Connect
—_— >

actlon SNI setting
/\ —_—> —>

SNI + payload
= — = —

www.usergate.ru | sales@usergate.ru 21



of|un UserGate

m GUI. HacTtpowuka.
[Tonb3oBaTENbCKUMN TPAPUK

#* UserGate
£} General settings
&9 Device management
o Administrators
& Certificates
[Fg= User certificate profiles
£2 Network

Upstream proxy

Upstream proxy settings

25 Users and devices

«" Network policies
¥ Security policies
&8 Global portal

(g VPN

'} Libraries

Enabled: vl

Mode: = socks5 http(s)
IP address: 192.168.0.100

Port: 1080

Authentication: v/

Name:

Password:

www.usergate.ru | sales@usergate.ru 22



..il!" GUI. HacTpowuka. UserGate
JNIMueH3mns 1 o6HOBJIEHMS
Upstream proxy settings for licensing and updates o

Enabled: i
IP address: 192.168.0.100

Port: 3128

Authentication: +/

Mame:

Password:

www.usergate.ru | sales@usergate:ru 23



of |1 UserGate

it GUIl. PekoHpuryparums
JIMueH3unsa n obHoBNEeHUS

#% UserGate
£} General settings
&9 Device management
o Administrators
& Certificates
[Fg» User certificate profiles
£2 Network

Server operations

Maintenance actions: Reboot | Shutdown
Updates channel: Stable

Server updates: Updates are available!

Install now

2 Users and devices

«" Network policies
W Security policies
& Global portal

L@y VPN

') Libraries

View changelog

Offline update: Upload file

Upstream proxy settings for
licensing and updates:

Configure

www.usergate.fU'| Sales@usergate.ru 24
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Endpoint Client



of|n UserGate
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C I |e Nt — areHT S U M MA Pexumbl paboTbl UserGate Client

VPN
HIP, npoBepka cocToaHu4A
YnpaBrneHue
MOHUTOPUHI COObITUI

AHanuTukKa u pearmposaHue

www.usergate.ru | sales@usergate.ru 26



UserGate
7.1

o=
|

% I ]

SNSENSSENSN

UHpacTpykTypa 6usHeca

VPN
4 TenemeTpus

..II’ . ...hl ......I’ \
o _— d - o ’
' A '
53 45. m-ﬂ.Wl ﬁn. . ...14. & . quﬂ‘nl
A/ _ \2/ _ A/
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UserGate

Pexum MC

BHewHMe nonb3oBaTenm

BHyTpeHHM1e nonb3oBaTenum UHPpacTpykTypa 6M3Heca

e B

| —

R

I

r
ANANEN

N

NSNS

2

o

VPN

J-.
SIS

#-.
JRR

—=

[

Hactponku VPN Client, Server \ J
Monutuka FW UG Client, Server
Mpodomnu yctponcts HIP UG Client
[MpaBuna aHanUTUKN N pearnpoBaHnd

YnpasrneHue

www.usergate.ru | sales@usergate.ru
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UserGate Client —

() UG client UG client Cropo e VPN U G t
J ' I I I YR (MC peI)KVIM) (NGFW ple)KVIM) ! ot S e r a e

KIMMNeHTbI

"l'o (Win, Android, etc.) 7 1
Endpoint nuueH3us MC JlnueHsnsa JInueHsnsa )

JlnyeHs3uns nonb3oBatena nonb3oBatena NGFW  nonb3oBatens NGFW
B NGFW

AyTteHTudpmkaums L2TP v

AyTeHTudukaums no v
ceptudurkaTam

AyTeHTudukauns EAP
MS-CHAPv2

MFA

Split-tunneling

Endpoint nmueH3sua MC JInueHsusn
NAC nognucka MC nonb3oBarens NGFW
NAC nognucka NGFW

BrnokupoBka Ha KnneHTe

Brnokmposka Ha NGFW

Mopaepxka paboThbl n3-3a

NAT
JNlokanbHbIM FW Ha KnueHTe Endpoint nmueH3suna MC
MOHUTOPUHI NTOroB KNuUeHTa Sensor nuueH3unsa Logan

AHanuTtuka n pearmpoBaHue SIEM nuueH3usa Logan

ﬂpen-HaCTpoeHHble npasuia aHaJIMTUKN Mognucka Ha JKcnepTnly
SIEM
www.usergate.ru | sales@usergate.ru 29
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HIP - c6op nudopmaumm c ycrtpoitcrsa

Wndopmalun 0 KOHEYHOM YCTpoRCTBE

CocTosiHMe, NPON3BOANTENBHOCTb

Monbaoeatenn

BesonacHoCTb @

®oTorpagua Monbsoear... Cratye AKKayHT Wmsa nonbs... damunua ONEKTPOHH... TenedoH

user2| . NokanbHbiA LomeHHbIA user2 ug.local user2@ug.... 111111

USB-ycTtpoucTtea

WHdopMaums o xocTe

~ @ AssignedAccessManagerSve Cnyw6a AssignedAccessManager OcTaHoaneH
v
ANEeMEeHTbI aBTO3arpy3Kku o
Bepcwn OC Masikpocodr Windows 10 Kopnoparwe)
LTSC chopka 1 3 A Yeranosumx ActiveX (AxinstSV) Ocranoanen
THN CHCTEMBI x64-based PC Ga Gasosoit GunsTPaummM Sanywen
I—I ’ aun (BITS)  Octamoer
OI l e CCI I Bepcwn UserGate Client 71.0 DOHOBAR MHTENNEKTYaNbHAR CNyxGa nepeaaun (BITS) CTAHOBNEH
@ BrokerInfrastructure 62 WHPACTPYKTYPBI HOHOBBIX 33faY Banywen
1P-agpec: 10.10.5.33
© BTAGService E inio3a Bluetooth
BpemA 3arpy3ku CHCTEMbI: 2 0 o EEhA'-‘ElES'-‘C - Sanywen
Cnyxo0bl S—— . -
63 auc OcTaHoBNEH

Cranyc
3anywe
MNocneasve AakHbie 10
yHeHs!

Kntouun peecTtpa

Microsoft Visual C++ 2015-2019 Redistributable (x64) - 14.28.29..  Microsoft Corporat... 14.28.29913.0
Microsoft Visual C++ 2015-2019 Redistributable (x86) - 14.28.29..  Microsoft Corporat..  14.28.29913.0

v
I_I 6 Moxzilla Firefox (x64 ru) Mozilla 118.0.2
po rp a M M H Oe O e C I-I eL'I e H M e Komnoneu e Mozilla Maintenance Service Mozilla 1170
MexXceTesoit 3xpaH Boiksiouen UserGate Client UserGate 7.1.0.333
AsTOMaTHueCKOe 0GHOBIEH!E Briouer VMware Tools VMware, Inc. 11.3.5.18557794
yCTa H O BJ-I e H H bl e O 6 H O BJ-I e H M ;I AHTHBMPYC BbikniodeH WInRAR 6.11 (64-paapaaHas) win.rar GmbH 6.11.0

LlenTp oGecneqena GesonacHocTn Windo... BbiknioueH MaxkeT apareepos Windows - UserGate kgdrv ActivityMonitor (0..  UserGate 06/08/2022 1.0.0.552
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illll UserGate
111E
HIP - notudumkaums

% LenTp ynpaeneHus
ﬂ Hactpoiku
s AIMHUHUCTPATOPBI © fosasums
o Cepeepbl ayTenTudmkaly..
2 Npodunum ayTeHTHOMKAL... o
&L Katanoru nonssosatenei
ﬁ‘i NGFW Hassauwe 1 Bepcun OC Bepcun Mocnepkree nogrnioueswe TenemeTpun MouuTopumr Fpynnbi wabnoxos HIP npodmnn YcrpoitcTeo

i Wabnowb!

J Pepaxtwposate €3 Yganute BKNIOYHTE OTKNOYHTE BnoKHpoBaTh Pasbnoknposats MoKasaTh YHUKANBHBIA KOA YeTPORCTBA MepenoaKNouNTL YETPORCTEO OBHOBNATE BPYUHYIO

® O autog Z 7.1.( 10 HoabpR 2023 r,, 09:31 IP Address: 10.10.5.33 C = epsi F
= [pynnbi wabnoHos Netbios uma: PC10 K n ep K

1+ YcTponeTea  PassephyTs ' ¥ J0EPHYTL MocmoTpers oTueT

2 O6HoeneHue NO
|2 O6HoBNEHWe BUBNMOTEK

+ Passepnyts

9 KoHeuHble ycTponcTea
i LWabnoHbl
/1 a ]
> ;z::z:‘:::’“"“w [ata: 10 HoAGps 2023 1., 09:34 O6bexT HIP: CMD
* Kofibl ANA KOHEYHBIX YCT...
[Eg HIP obbekTsi
HIP npodwnu

06vexT HIP HecooTBeTcBylowWwme a3NeMeHTbI

Oata: 10 HoAGpA 2023 1., 09:35
HaitaeHbl cnegytolme sanpelieHHble 0GbeKTbl

H CTBYET KON

MocMoTpeTb oTueT Tun o6bekTa HecooTEeTcByOWME SNEMEHTDI
€ HacTpoiiku OnoBelenms

| ®. Hactpoiika VPN MNoKa3biBaTh MKOHKY B Tpee

MonwTiky oeTH MoKasbIBATH TYNTUMbL : | @ UserGate Endpoint Client
|58 MexceTtesoit akpaH onoBeLLeHUi 4
) BubnuoTekn ~ . .
1@ o Cones e : UserGate Endpoint Agent
@ pynnbi cepencor L ) ce added to quarantine
+ IP-appeca CooblieHne o6 yaaneHuu
|(2] rpynnel npunoxenmit YCTPOWCTBA N3 KapaHTHHa
|'®; Npodunu npokew d . - — i

Cnuekn URL CooblLeHue o 6NoKUpoBKe

Kateropwu URL pecypca : 4 ~

5 TUNbl KOHTEHTaA

10:19
ENG
& s 13.11.2023 E5
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MOHUTOPUHI CODObITUM

KypHan cobbituni: (-

JKypHan cobbiTuit
KypHan se6-gocTyna

01 Asr 2023 r. 00:00 - 05 OKT 2023 1. 23:59 v KoHeuoe ycTpolicTBo/cencop: Bee v aitn sypHana nora: Bee v Yposens nora: Bce v MCTOuHMK XypHana cobbiwii: Bce v Emé v  C6poc
XKypHan Tpaduka Ysen Bpema Yposens nora Dannbie
. rinti o 03 5ps, 09:31:57 V n Cy6 una 6 S-1-5-18 Ui
J AyZL exa MCNEHO Y4YacTve B alluLL n - nacHocTH: S-1-5-18 UmA y|
i KypHan ACY M 9 3-989¢ OKTAGPS, 09:31:57 C PA c ePEUCIEHO YYACTVE B 3LUMLIEHHDIX NOKaNbHBIX rpynnax. Cy6bekT: U/] 6830nacHOCTH: A Y
B >|<y p H a J-l e C o 6 b I T M M Ko H e q H b | X . XypHan ¢ KTUPOBaH. 3 0 D62 03 oxTA6pA, 09:31:57 C A MepeyncneHo yyacTve B 3alMLLeHHbIX NOKanbHbix rpynnax. Cy6bekT: U 6e3onacHocTy: S-1-5-18 UmA v
& Vicropus novtcka 03 okTR6pS, 09:27:35 A MonbiTKa 3aNpoca CYWecTBO8aHuA NyCToro Napons AR yyeTHoi 3anuck. Tema: U 6esonacHocTu: S-1-
& v [Z, Koxeurbie ycTpoitcTea
yCT p O M CT B O T p a >|<e H bl C o 6 b I T M g 2 JypHan cobbiTui 5-4573-989¢ 03 oKTA6DS, 09:27:35 urycnexa  [MOMbITKA 33NPOCa CYLIECTBOBAHMA MYCTOrO NAPONSA ANA YYeTHOM 3anucy. Tema: M/l 6e30NacHOCTH:
! XypHan npasun ) 3 03 oxTA6ps, 09:27:35 C A exa TMOMbITKa 3aNpoca CYWeCcTBOBaHUA NYCTOro Naponsa ANS yUeTHO! 3anuck. Tema: U 6e30nacHOCTH:
- DppnaNesNs 0 8 2 3 03 oxTA6pA, 09:27:35 C A MonbiTKa 3anpoca CyLWecTBoBaHus ny Napons ANs yyeTHo# 3anuck. Tema: U] 6e30nacHOCTH:
Annapatypa
Syslog 03 oxTR6PA, 09:27: =] A cnexa BoinonseH 5bIX0 YUETHOM 3anuch U3 cucTeMbl. CyGbexT: U 6esonackHocTy: S-1-5-21-144772055-15890
= Y
yCT p O M CT B KO H T p OJ-I M pye M bl X C 3awmTa no4ToBoro Tpad. b 5-4573-98 0 03 oxTRG6pS, 09: C OKOHYaHKe TPaH3aKLWM yeTaHosWwmKa Windows: C:\Users\user2\Downloads\utmauthclient_6.2.0.17.msi.
1 UseriD = =

= 03 oxTA6DS, 09:27:28 C Product: UserGate Domain Authorization Agent - Installation completed successfully.
[, 3kcnopT xypHanos

I/I C I_I OJ-I bso Ba H I/I e M I_I p O r p a M M H O ro [Ek Nonb3osaTenbcxas HOP. 2c2-0 3 090626463 03 oKTR6PR, 09:27:28 b YcTaHoBUwMK WIindows BbINOMHKA YCTaHOBKY NPoAyKTa. MpoayKT: UserGate Domain Authorization Agent

. OT”éT"[ 03 oxTR6pR, 09:27:28 = 10 3asepwenne ceaHca 0, sanywexroro 2023-10-03T06:2° 083644900Z
O 6 e C I_I e [_I e H M g U S e rG a te C | i e n t ﬁ::::;;z‘wnbcme g be63 3-98 03 oKTA6pS, 09:27:27 C 3anyck ceaHca 0 - 2023-10-03706:27:27.083644900Z.

Mpasuna oTYéTOB L 0 3 03 oxTA6pS, 09:27:27 v A a  HosoMy ceaHcy Bxofa Ha3HauyeHbl cneuuanbHble npusunery. Cy6bexT: U/ 6e30NacHOCTY
30aHHbIE OTYETHI
oy OTYETHI MHUMAEHTOB
LLUa6noHbl OTYETOB MHUMN

ﬂ‘ﬂ g yﬂlo 6 CT B a I_I o M C Ka + Mpasuna oT4ETOS MHUMA... b 3 C b 03 okTA6ps, 09:27:16 C10 A criexa  TepeuYnCeHo YYacTHe B 3aLMLLeHHbIX NOKaNbHbIX rpynnax. Cy6bekT: U[ 6esonacHocTy: S-1-5-18 UmA y

03 oxTR6pA, 09:27:27 A BX0Z B YYETHY?0 33NUCH BbINONHEH ycnewHo. Cy6bexT: UL 6e3onacHocTy: S-1-5-18 UMs yueTHO# 3anucy|

03 oxTA6pA, 09:27:27 wTycnexa  BobinonHeHa nonbiTka BxoAa ICTEMY C ABHDIM YKa3aHueM yueTHolx AaxHblx. Cy6bekT: U/l 6e30nacHoC]

& Co3jjanHbie OTYETbI MHL,

N B ipianki Log Analyzer 03 oxTR6pA, 09:27:16 C10 A MepeuncneHo yyacTve B 3alUMLLeHHbIX NOKaNbHbIX rpynn 6bekT: U 6e3onacHocTy: S-1-5-18 UmA y|
H e o 6X0ﬂI M M bl X C o 6 b I T M I/I 3 a I_I I/I C M - JKypHan cosbITHit 03 oxTA6pA, 09:27:15 Hauano TpaH3axuumm yctaHoswmka Windows: C:\Users\user2\Downloads\utmauthclient_6.2.0.17.msi. ¥
5 3-989c 03 oxTR6PSA, 09:26:47 C10 OxOHYaHMe TPaH3aKUMKM yCTaHoBWmMKa Windows: {38BA81AB-5A22-4BC5-84C9-9DDCDABB2
MO ryT 6 blTb OTq) MNbT p OBaHbl MO ‘ 3 03 OKTGpR, 09:26:47 C 3aBepuienve ceanca 0, 3anyluenHoro 2023-10-03T06:26:30.0293250002
3 0 8 2 3 03 okTA6pA, 09:26:47 0 Product: UserGate Domain Authorization Agent — Remo: -ompleted successf
p a 3“ M q H bl M K p M Te p l/l g M 7 H a I_I p M M e p, 03 oxTR6pA, 09:26:47 YcraHoswmk Windows sbinonsun yaanesue npoaykta. MpogykT: UserGate Domain Authorization Agent.
b 95-4573-989¢-ad0 03 oxTR6pSA, 09:26:46 C AyauT HoB0My ceaHcy BX0Aa Ha3HaueHbl CneyuanbHble npusuneryu. CysvexT: U/ 6e3onacHocTy: S-1-5-21-144]
ﬂl I/I a I_I a 3 O H 'Dla TI B a >K H O CT I/I ’ T I/I I_I y b 03 oxTR6PS, 09:26:46 C A BXOA B YYETHY!O 3aNMCh BbINONHEH yenelwHo. CysbexT: U 6e3onacHocTy: S-1-5-18 MR yueTHO# 3anuch|

03 oxTR6P#A, 09:26:46 0 A Boinon+#eHa NonbiTKa BX04a B CUCTEMY C ABHbBIM YKa3aHUeM YUeTHbIX AaxHbiX. CyGbexT: U 6e30nacHog

cobbITHS U1 T.M.
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UserGate SIEM JKypHansl U OTUETbI

[TOUNOXEHMA KOHEYHDbIX [

XypHan se6-goctyna
[ XypHan DNS

J <
° % XypHan Tpaduka Ysen Bpema | | KoHeuHoe ycTpoHcTBO 1 MNpunoxenne Bepcua Cy6uexr nognucy Nognucaxo
I I B XypHan COB P
. KypHan ACY TN Ealfise

01 Asr 2023 1. 00:00 - 05 OKkT 2023r.23:59 v  KomeuwoeyctpoiicTeo: Bce v  [leficteme:Bce v Mpwiowewme:Bce v  Ewg v Cépoc  Q  Pacumpenmbiit

! JKYPHaN MHCNEeKTUPOBaH. 2c2 03 OKTHGP.
& Uctopus noncka 03 okTA6p.
g, Koweusbie ycTpoitcTea 5
=] )KypHan co6biTuit 03 okwaGp.
JKypHan npasun 263e2c2 03 oKTAGP.
Mpunoxexua 03 okTA6p.
Annapatypa
ro a>kaeT MPUJII0>XKEHHNA & oo B
! 3awwTa nouTosoro Tpad be63e2c2 03 OKTAGP.
=4 UserlD
r‘ be63e2c2 03 oKTAGP.
KOTOPbIE 3aMyCKanamnchb Ha
Fi-, Monb3oBaTenbckas Hop. 2 03 oKTAGP.
OTueTsl L 03 OKTA6P.
(7 “; Wabnowbl = .
KO H el.' H bl X C | O l/]( ) | BaX & Mombaosatenscxme was o g3 omAcp
&, MNpasuna oTuéToB be 2- 03 OKTAGP.

&r Co3panHbie OTYETI 03 oKTREP.
u OTUETHI MHUMAEHTOB
LLIa6nOHbI OTUETOB MHLM : 03 oxmacp.
&, MNpasuna oTYETOB MHUMA. be6 03 OKTRGP.
@n CO34aHHbIe OTYETDI UHY,
JKypHanoi Log Analyzer
[ XypHan coborTuit be63e2c2 03 okTA6p.

03 OKTARED.

03 OKTARGP.
03 OKTAREP.
03 OKTAGP.
03 OKTRGP.
03 oKTAGP.

03 oKTAGP.

o
e
o
-]
e
]
=
]
-}
(-]
<
]
@
(]
@
(]
o
e
o
=]
e
=
@
]
o

03 oKTAGP.
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AnnapaTypa KOHeYHbIX

ip Jypian Bec-gocTyna ‘ 01 Asr 2023 r. 00:00 - 05 Okt 2023 1. 23:59 ¥ Koueuroe ycTpoiictso: Bce « Aeiicteune: Bee v YcrpoiicTso: Bee v Ewé v Cé6poc Q Pacu
XKypHan DNS

\J
yC I p O M C I B y KypHan Tpaduka ‘ Ysen Bpewms o} KoHeuHoe ycTpoiicTeo YcTpoiicTeo UpeHTndmkaTop ycr|
i 1 07" " - =
# KypHan ACY TN A J 15 ceHTR6ps, 05:07:13 0 X -
. XKypHan MHCNEeKTPOBaH L 9 15 ceHTR6pA, 05:07:13 L e SB\VID_0

% WcTopus nowcka be63e22-0S 3 15ceHTA6pA, 05:07:13

v [g], Koseusbie ycTpoitcTea
[, KypHan coébiTuit

JKypHan npasun 13 CeHTR6pR, 08:20:22

IaHHbIM XXYpPHaN COLEPXMUT & roore

[Z, Annapatypa
13 ceHTR6pA, 01:14:21

MHbOpPMaLMio 06 YyCTPOMCTBAX, , s s reenen

13 ceHTREpA, 01:14:21

13 ceHTREpA, 08:20:22

Q00000000

[5h 3KkcnopT xypHanos
NOOKITIOYAEMbIX K KOHEYHbIM B Nomsamemran
oy OTUETDI
~ 45 WasnoHbi
yCTpOMCTBaM C yCTaHOBﬂeHHbIM &3 Monb3oBaTenbckue Wat.
&, Mpasuna oT4éT0B
0 &= Co3gakHbie OTYETDI
U S e rG a t e C | | e nt &y OTUETHI MHUMAEHTOB
& LWa6noHb! OTUETOB MHUM
&, Mpasuna OTYETOB MHUMA
Co3aaHHble 0TYETDI MHY,..
XKypHans! Log Analyzer
JKypHan coBbiTuit
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© AoGasuts

Haaganue Onucaxue

§

AHaNUTHUKA

3anpoc ¢punsvrpa

((logEventld = 5140) AND (data

) OR (data ~

Hazgamme

& Bospeitctame

& Boinonnenue

& 3akpennenue

& Vccnegosanue

& NepsonayansHeii gocTyn

& NepemeuieHue BHYTPH NepuMeTpa
& MNosbiwerne npusuneri

@ Monyyerne y4ETHbIX AaHHbIX

& NpegoTepautenne obHapyKeHna
@ Passepxa

@ C60p nanHbix

& Ynpasnenue u KOHTpONs

8 3KCOUNLTPAUMA RaHHBIX
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Haaganue

SMB admin share accessed

RDP hijacking via tscon

Logon process then pass the hash

Impacket DCOMexec privilege abuse via MMC

Enabling ROP via Registry

Onmcanue

Detects scenarios where an attacker attempts to connect to the administrative SMB share.
References:
github.com/mdecrevoisier/EVTX-to-MITRE-Attack/tree/master/TA0008-Lateral%20Movement/T1021.002%20-SMB%20Wind %20Admin%20Shares

An attempt to hijack RDP session with the Microsoft Windows "tscon® utility is detected
Tags:

attack lateral_movement

Detects logon process then pass the hash

References:

https://blog.netwrix.com/2021/11/3! to-detect-pass-the-hash-attacks/#:~:text=In%20particular%2C%20one%20common%20technique move®

Tags:

Detects scenarios where an attacker execute the Impacket DCOMexec tool in order to abuse DCOM services.

References:

https://github.com/mdecrevoisier/EVTX-to-MITRE-Attack/tree/master/TA0008-Lateral%20Movement/T1021.003-Distributed%20Component %200bject%20Model
https://enigma0x3.net/2017/01/23/lateral-movement-via-dcom-round-2/.

Identifies registry write modifications to enable Remote Desktop Protocol (RDP) access. This could be indicative of

UserGate
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PearmpoBaHue

i e e

BxntoyeHo:

HassaHue:

OnucaHme:

DNeicTeue: [5L, MNocnaTh KOMaHAay Ha 3HANOHHT OTKAIOYMTb OT CeTH

- i Pa3spelnTs nepeaady AaHHbIX NO CETH
3anucblBaTh B KYPHAN NpaBun: o OtnpasuTe email peRaty

H
O OTnpasuTL cooblueHue 3asepumTe npouecc

) 3anycTuTb cnymby
o5 Webhook

MpynnupoBaTk noxoxue cpabaTblBaHUA:

OCTaHOBUTL chyxby
Coznate MHUMAEHT

’ MNocnaTh KOMaH4y Ha KOHHEKTop

. Komanpna: | OTKNHOYMTL OT CeTr
ﬂ MNocnate KOMaHA4y Ha 3HANOWHT

OTKNHOYUTE OT CETH

3aBeplwuTb Npouecc
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